
International Technical Committee Topic 48  Published in IRSE News |  Issue 246  |  July/August 2018 1

Improving the management of 
emerging and residual safety risks

Prepared on behalf of the International Technical Committee by

Libor Lochman Jean Baptiste Simonnet

The increased role of control 
command and signalling (CCS) 
in railway traffic management 
creates opportunities but also 
threats that need to be solved to 
ensure that the railway system 
is not exposed to unacceptable 
risk, technically effective and 
commercially affordable. 

There are emerging as well as residual 
risks in CCS technology and an 
insufficient knowledge of how to mitigate 
them (including cyber security) without 
threatening safety, decreasing the system 
performance and increasing overall costs. 
Currently there is neither a common 
sector approach to define risks applying 
to CCS nor a common understanding on 
how and when to deal with those risks. 
A harmonised methodology needs to be 
gradually developed in order to help rail 
operators and suppliers to progressively 
move from extensive and subjective 
expert judgment.

It is essential to manage CCS 
risks in the railway system 
Railways are becoming busier more 
than ever – on many sections, 
capacity is squeezed to the limit. The 
impact of operational constraints, and 
especially technical failures, affects 
far more customers than in the past. 
The reliability and availability of traffic 
management systems is therefore 
an increasingly significant factor that 
railway manufacturers and operators 
have to manage. 

Even if the design of safety critical 
technical systems in most cases 

prevents a single failure from creating a 
safety related hazard, degraded mode 
operation can lead to severe operational 
consequences and to a high difficulty 
to maintain a relevant safety level. In 
order to be competitive, the challenge 
for railways is to achieve a pragmatic 
mitigation of new/emerging risks, as 
well as effective control of residual risks 
through a holistic approach to safety (and 
security) management.

Common understanding and optimised 
practice for the identification and 
mitigation of risks will have a direct 
positive impact on cost and value for the 
railway customers. The current practice 
should therefore change and evolve 
towards a more harmonised approach 
that will contribute to an improved 
rail performance. Harmonisation 
helps to reduce diversity and impact 
of technical failures in a cost effective 
way; it also allows identification and 
anticipation of degraded modes that 
can lead to severe consequences. 
Furthermore a harmonised approach 
enables pragmatism in the definition and 
implementation of a mitigation strategy 
for emerging risks, as well as for the 
monitoring of residual risks. 

The general principles defined in the 
European Common Safety Method (CSM) 
can assist a global risk management of 
the railway system performance. The 
approach, set by the European Railway 
Safety Directive through a common 
safety method for risk assessment should 
help to establish a harmonised strategy 
to manage safety risks. At the same time, 
specific focus on CCS residual risks and 

emerging risks is needed as well as wider 
consideration of ‘non-safety related 
risk’ (e.g. operational risk), in order to 
achieve comprehensive and predictable 
management of the performance of the 
railway system.

A comprehensive framework to 
manage safety risk in the EU/
Europe
The European Union has developed 
a comprehensive approach to safety, 
providing common methods for the 
assessment, monitoring, supervision and 
surveillance of safety risks thus enabling 
railways to achieve high levels of safety, 
and when reasonably practicable, 
improve it further. Figure 1 shows a flow 
chart for CSM risk assessment.

Within the European safety management 
framework, the CSM for assessing risks 
provides a detailed methodology for 
assessing safety risks related to any 
change within the railway system. It 
provides guidance for safety hazard 
identification, analysing the risk impact 
from those hazards, defining relevant 
and suitable safety requirements 
and measures and accepting/
managing residual risk.

The framework to manage safety risk is 
not limited to the European Union. In 
order to achieve efficient international 
transport, the authorisation of rolling 
stock (and all its subsystems) must be 
recognised on an international scale. To 
do so, EU assessment methodologies 
were transposed in recent years in the 
Convention concerning International 
Carriage by Rail (COTIF), and therefore 
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Figure 1 – Flow chart for the common safety method for risk assessment.

risk based approach for railway 
safety applies in wider Europe, not 
only in the EU.

The application of CSM enables 
harmonised methodology helping the 
design of modern and resilient railway 
technology with many benefits, more 
than just safety:

1. As a common tool used by all railway 
actors, it enables mutual recognition 
of results of risk assessments 
and the exchange of information 
between stakeholders.

2. It enables traceability of decisions and 
provides companies with criteria to 
help them take decisions consciously 
and safely. This way, it supports the 
‘corporate memory’ of market actors.

3. It facilitates logical and rational 
thinking. In particular explicit risk 
estimation and targets promoted for a 
safe design of system can reduce the 
level of subjectivity often associated 
with risk assessment. 

4. For new systems and innovations to 
be commissioned, it helps Authorities 
and Certification Bodies taking 
decision based on objective evidence 
and therefore ensuring an equal 
treatment of all Railway Undertakings, 
Infrastructure Managers and Entities in 
Charge of Maintenance.

Dealing with CCS risks in 
Europe
In order to achieve a high performance 
and resilient rail transport system, the 
holistic approach to risks should be 
further refined. For signal engineers, the 
need to manage risks throughout the 
CCS system design, commissioning and 
use is generally fairly well understood – 
although not always well documented. 
Residual risks that CCS cannot control 
or those considered acceptable as well 
as emerging risks do however require 
more attention.

There are some residual CCS risks that 
are considered acceptably low (e.g. 
unidentified software bugs remaining 
in certified products). The economic 
impact of these risks can be mitigated 
by avoiding single point failures or by an 
active management of manufacturing 
quality. The level of risk needs to be 
monitored in service in order to make 
sure that associated constraints and 
assumptions are respected. Action will 
have to be taken where the level of risk 
appears to be increasing.

Residual risks that CCS cannot control 
are in particular linked to human factor 
intervention in traffic management/
operation or to external causes (object 
on track, track failure…). Interaction with 

the public, such as delays in boarding/
alighting trains or incidents involving the 
public also has high economic impact. 
These risks need to be managed by other 
railway disciplines than the design and 
maintenance of CCS. A co-operative 
approach is essential to ensure no 
risk is overlooked.

Risks are also emerging, for example 
with cyber-attacks or change in road 
usage at level crossings (Figure 2). 
Scarcity of expertise to maintain the 
rail system in working order is also an 
emerging risk for the safe integration of 
new components with legacy systems. 
Emerging risks should be addressed 
through the relevant financial, time and 
expertise provisions when planning CCS 
projects and programme.

Even if the common safety methods 
do not explicitly address economic 
issues, they provide processes needed 
to identify, assess and manage new 
and changing risks. Therefore, when 
applied in a pragmatic way by applicants, 
assessment bodies and authorities, the 
common safety methods should enable 
maintaining and even continuously 
improving, on a cost effective basis, 
the safety and performance of the 
railway system.

Figure 3 gives some examples of changes 
at CCS boundaries affecting safety risks.
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Figure 2 – More use of a level crossing by heavy road vehicles is an example of a how a residual 
risk could be increasing even when there are no changes to the railway.
Photo Shutterstock/Peter Moulton.
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Figure 3 – Examples of changes at CCS 
boundaries affecting safety risks.

Managing emerging risks with 
CSM
The European safety framework, in 
particular the common safety method 
for risk acceptance, can improve 
traditional conservative approaches. The 
harmonised risk-based approach enables 
an explicit estimation that can facilitate 
the introduction of innovative solutions. It 
can also help mitigating emerging risks by 
an application of relevant operating rules 
designed to manage degraded mode with 
a sufficient degree of safety confidence.

The application of CSM not only 
provides safety but can also help 
to ensure cyber-security by design. 

CSM supports CCS system upgrading 
(‘significant change’), and cost effective 
management of safety and performance 
improvement over time.

Safety management systems help to 
focus on, and to manage, in-service 
risks. Complemented by an occurrence 
reporting system on a global scale, 
safety management enables large scale 
data collection for further improvement 
of designs and maintenance regimes. 
Thus the risk based approach 
encourages change from ‘compliance 
with predefined criteria’ to the active 
in-service management of system 
safety performance.

The growing complexity of the railway 
system, in particular CCS, is an issue that 
requires better common understanding, 
attention and efforts by all actors. In 
addition to the common safety method, 
the move towards more standardised 
technology and design methods can 
be a great opportunity. Standardisation 
will not only increase the number of 
competent experts but also provide a 
larger number of systems implemented, 
thus accelerating industrial maturity, and 
consequently reducing the risk of failures 
together with the cost to design CCS 
components and operate trains.
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How to deal with residual risks
The European common safety method 
acknowledges that some residual 
risk cannot be eliminated but can 
be considered sufficiently low to be 
tolerated without further mitigation. 
Furthermore, there is no obligation set 
by European safety authorities to further 
reduce risk when one of the following 
risk acceptance principles is fulfilled: 

 ∞ If the system implementation 
complies with established design 
standards and rules.

 ∞ If it is equivalent to a 
reference system.

 ∞ If explicit risk estimation 
demonstrates that the system meets 
design targets.

The CSM is certainly not a panacea, but 
it does provide an effective framework 
for progressing towards harmonised 
practices for safety risk mitigation and 
management. It will need to be applied 
intelligently and probably complemented 
with discipline-specific material to 
achieve its full potential. There is indeed 
still a space for further progress to be 
made, in order to reduce subjective 
judgements and preconceived ideas 
about hazards and how best to mitigate 
the associated risks.

For a safe management of residual 
risks, monitoring data is essential. 
Collecting the necessary quantitative 
and qualitative data is today still a 
challenge, especially with the wide range 
of legacy systems in operation for rail, 
or with decentralised systems in which 
several components contribute to a 
single functionality. With the growing 

technical knowledge and industrial 
maturity, explicit risk estimation methods 
can help to minimise cost through 
rationalised design and systematic 
approach to operation consequences, 
while improved priority settings for risk 
mitigation which will generally optimise 
the performance of CCS systems. The 
European approach to a common safety 
management system offers a practical 
and promising perspective of continuous 
and comprehensive monitoring of safety 
in operation, thus enabling constant 
improvement to the commercial viability 
of rail transport. 

Conclusion
More work needs to be done to ensure 
common understanding, mapping and 
management of CCS risks (spreading 
best practice). Knowledge of designers 
and assessors should be developed 
to minimise time, subjectivity and 
paperwork for setting cross-accepted 
targets, enabling a sufficient mitigation 
of technical threads matching with 
operation constraints. However, the EU 
rail safety management regime, used 
sensibly, can already help to design, 
implement and operate CCS systems 
that address both current and upcoming 
challenges in a modern and agile way. 
It should help railways find the right 
balance between cost, assurance of 
performance, and flexibility.

The residual risks of signalling single 
point failures and the cyber threats 
(noting that the latter can jeopardise 
whole network operation or even be a 
threat for safety integrity) require further 
analysis and improvement. Improvements 
in technology, including the quality 

and integration of ERTMS assemblies, is 
therefore necessary in order to reduce 
economic impact caused by failures. 

The move to greater automation of train 
movements, if systems are properly 
designed, integrated and commissioned, 
will enable further reduction of residual 
risk as a technical system can deliver 
higher safety than human operation. 
Automation and artificial intelligence can 
also optimise human intervention for 
sensitive decisions impacting operation, 
thus would allow to rationalise safety 
as well as security management and 
therefore, even in case or degraded 
operations, will reduce cost as well 
as improve rail system performance 
and resilience. 

ERTMS in Europe has been designed 
and implemented according to the 
CSMs. It is deemed to be a sufficient 
solution, even without ‘legacy’ fallback 
CCS, for managing residual safety risk 
for operation under full supervision. The 
move from rules helping to commission 
legacy CCS to the risk base approach 
promoted by CSM has today often led 
to increased administration burden. 
However the move to explicit risk 
estimation as described in the CSM is 
a unique opportunity to move forward 
with innovation boosting rail capacity 
and performance. Further work is 
needed to simplify assessment and safety 
demonstration processes, but the CSM 
can today allow the use of ERTMS as a 
reference system for a safe CCS thus 
enabling complementary functionalities 
to be easily integrated in order to 
deliver responsive and robust traffic 
management applications supporting rail 
punctuality and recovery after incidents.
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